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1. Write your Roll No. on the top immediately on receipt of this question paper.

2. Question No. l is compulsory from Section A.

3. Attempt any Five queslions from Section B.

Section A

I Explain the categories of cyber-crimes. 3

Differentiate belween cyber-crime anC conventional crime. 3

What is a Domain name? Give examples. How do you define Domain name 3

disputes?

Critically evaluate Ethics and Etiquettes in Cyber World. 3

Critically examine and explain the liability of social networking sites (Facebook, 3

Twitter) according to IT Act.

Define e-contract. Discuss various forms ofelectronic contract? 3

Write a note on "offences involving publishing obscene information". 3

(vi)

(vii)
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(viii) Write a short note on public and private key encryptions. Define their advantages

and disadvantages?

Section B

How do we authenticate an electronic record? Explain the process of its creation 10

and verification. Explain the powers and procedures of Cyber Appellate

Tribunal. Explain the provisions regarding the appeal made to the Cyber

Appellate Tribunal.

Explain the penalties and compensation available under lT Act to provide legal l0

protection to the owner ofcomputer resources against cyber-crime'

Write short notes on the following: 10

a) WIPO

b) CryPtograPhY

c) CertifyingAuthorifY

d) Cyber Forensic

,,E-governance is smart govemance." Discuss the provisions of Information 10

Technology Act, 2000 to facilitate and strengthen e'govemance'

"ln the age of Information Communication Technology, right to privacy is being 10

infringed with various means" Explain. What are the provisions which are in

consonance with right to privacy? Discuss the provisions exceptions to right to

privacy enumerated in Information Technology Act, 2000?

.,cyber crimes are considered as borderless crimes." Explain problems faced so 10

far as jurisdicticn is ccnceme'd.

Exptain briefly punishment for publishing and transmitted absence material in 10

electronic transactions. critically review the case Avnish Bajaj vs. state. Explain

the Role of Govemment in regulating the Internet Censorship.
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