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Instructions for Candidates

I

Write your Roll No. on the top immediately on receipt
of this question paper.

2. Attempt all questions.

3. All questions carry equal marks.

4. Answers may be written either in English or Hindi;
but the same medium should be used throughout the
paper.
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(a) Explain the following cyber crime :
(i) Virus, Worms and Trojan
(ii) Forgery and Fraud

(iii) Cyber Terrorism (3x3=9)

(b) Describe the reasons of growing cyber crimes.
(6)
OR

(a) What are the different techniques used by cyber

criminals to commit cyber crime? (9)

(b) Explain the concept and steps to be followed in
Cyber Forensic. (6)
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OR
(a) Briefly discuss the following :
(i) Punishment for sending offensive messages

(i1) Punishment for tempering with computer

source Document (2%4.5=9)

(b) Explain the facts and decision of the case State
vs Mohd. Afzal and Others. (6)
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(b) Who can make an appeal to Appellate Tribunal
(AT)? What are the powers of AT? (6)
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Write notes on the following :
(a) Instant Messaging Platform
(b) Cyber Contravention vs Cyber Offence

(b) Cyber Security (3x5=15)
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(a) Explain the provisions of IT act related to
Recognition of E-record, Retention of E-record,
Recognition of Digital signature and use of E-

record and digital signature in govt and its agencies.

)

(b) Describe the rules of IT Act 2000 related to Time

and Place of dispatch and receipt of e- record.
(6)
OR

(a) What is Digital Signature? Explain the process of
creation and verification of Digital Signature.

)

(b) Describe the provisions of IT Act related to secure

E-records and E-signature. (6)
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3. (a) What is Domain Name Dispute? Explain different

types of domain name disputes. (9)

(b) Describe the concept of Internet of things (IoT).
Explain with examples the application of IoT in
today’s lifestyle. (6)

OR

(a) What do you mean by electronic money?

Explain various digital payment methods used in
India. (9)

(b) Differentiate between E-business and E-

commerce. (6)
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4. (a) Who is subscriber as per IT Act 2000? What are
his duties? (9)

(b) As per IT Act 2000 who can apply for grant of
license to issue ESC? Under what circumstances

can this license be suspended? (6)

OR

(a) Who appoints Controller of Certifying Authorities
(CCA)? Explain the various functions performed
by CCA. 9)
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